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PLEASE REMEMBER YOUR PIN!  YOU ONLY HAVE 3 CHANCES TO ENTER IT CORRECTLY!

· This pamphlet refers to the personal identification number as the “PIN” you selected for your CAC when it was issued to you.

· If you fail to enter your PIN three successive times, you will lock your CAC.  

· To unlock your CAC, you must report to a CAC Issuance Portal, the Verifying Officer operating a DEERS/RAPIDS issuance terminal (DEERS/RAPIDS Operator). Contact the NMCI Help Desk for more information at 1-866-THE-NMCI (1-866-843-6624).

CAC Initialization 

CAC Initialization needs to be run every time your certificates are updated or a refresh is necessary.

A. Print out this document to follow for instructions.

B. Close all applications, including the Word document that was open for instructions. 

C. Double Click on My Documents on the Desktop. Double Click on CACSetup folder. Double Click CACSetup.exe.
Note: The CAC Setup window reports the progress of the installation.  Please pay attention to this box carefully.

D. A window will Open entitled Name asking for your name. Type your <first name>Space<last name>. Click Ok.

E. When prompted to Please remove CAC, remove your CAC if inserted and Click Ok.

F. Stand by and monitor CAC Setup window.  Windows will Open, but DO NOT RESPOND--Do not do anything (including using the keyboard or mouse) until prompted to “Please Insert Your CAC.”  When prompted to “Please Insert Your CAC,” fully insert your CAC and Click Ok.

G. When prompted for your PIN, Type your PIN and Click Ok.

H. Stand by and monitor CAC Setup window.  Windows will Open, but DO NOT RESPOND--Do not do anything (including using the keyboard or mouse) until notified that “Registering Certificates has Completed Successfully.”

I. If prompted for your “MS Outlook™” User Name, Domain Name, and Password, Type the appropriate information and Click Ok.

J. Stand by and monitor CAC Setup window.  Windows will Open, but DO NOT RESPOND--Do not do anything (including using the keyboard or mouse) until notified that Installation Completed Successfully.

Create an Encrypt Shortcut on your toolbar

A. Open Outlook™.

B. Click New ( Mail Message on the Outlook™ toolbar.

C. Right-Click on the new mail message’s toolbar.  Select Customize.

D. On the Commands tab, under categories (left column), Select Standard (selecting it will make it highlighted).
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On the Commands tab, under Commands (right column), Drag-and-Drop Encrypt Message Contents and Attachments to the new mail message’s top toolbar.

Note: You now have an envelope with a padlock       icon on your toolbar that you may Click to encrypt emails.

F. Click Close to close the Customize window. 

G. Click Close  close the new mail message.

Logging in Using Common Access Card Certificate  

a. At the Begin Logon screen, Insert your CAC.

b. A window entitled “United States Department of Defense Warning Statement” will appear. READ the message and Click OK.

Note: If using the numeric keypad, make sure NumLock is on.

c. In the PIN field, Type your Personal Identification Number (PIN). Click OK.  A Logging On status bar will appear and you will be logged in momentarily.

Note: Every time the CAC is removed, your workstation will lock. To unlock, reinsert the CAC and re-enter the PIN.

Digitally Signing E-Mail Messages

a. Open Outlook™.

b. Click New ( Mail Message on the Outlook™ toolbar.

c. Create your message including the e-mail address of the recipient.

d. Ensure your CAC is properly inserted in the reader. Click Send to automatically digitally sign and then send your message.

Note: There may be a pause while Outlook™ accesses your CAC. You may also be prompted for your PIN. If so, Type PIN and Click OK.

Retrieving Certificates to Encrypt E-Mail Messages

Note: To encrypt e-mail you must have the recipient’s public key.

Obtaining a Recipient’s Public Key -

a. When you receive a signed message, double Click on the message to Open the message.

b. Right-Click the sender’s name in the “FROM” box.

c. Select Add to Contacts.  Click on the “Certificates” tab to ensure there is a certificate affiliated with the contact.

Note: A contact must have a certificate associated with their information in order to have an encrypted e-mail sent to the contact.

Note: An error message may appear that the email address does not match the address in the certificate. If this occurs, Click YES.
d. Click Save and Close.

e. Close the message.

Sending an Encrypted Message - 

a. Open Outlook™.
b. Click New ( Mail Message on the Outlook™ toolbar.

c. Create the message.
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In the top right hand corner, change the drop down list to   Contacts.

e. RETRIEVE the recipient’s e-mail address.

f. Select the padlocked envelope on the message’s toolbar            .

g. Ensure your CAC is properly inserted in the reader. Click Send to transmit your signed and encrypted message. 

Note:  There may be a pause while Outlook™ accesses your CAC. You may also be prompted for your PIN. If so, enter PIN and Click OK.

Accessing Secure Web Sites

Note: The NMCI default browser is Internet Explorer™. However, Netscape Navigator™ can also be used to access secure web sites.

Using Internet Explorer™

a. Ensure your CAC is inserted in the reader. 

b. Open Internet Explorer™ and access the secure web site of interest (e.g. infosec.navy.mil).

Note: You need to view each certificate until you find your Identity certificate. 

c. The Client Authentication dialog box will display prompting you to choose a certificate. Click once on a certificate shown, and then Click View Certificate.

d. Select the details tab.

e. Select your Identity certificate.  HINT: the “Issuer” (column header) for your Identity certificate is one of the following: DoD CLASS 3 CAC CA, DoD CLASS 3 CA-3, DoD CLASS 3 CA-4, DoD CLASS 3 EMAIL CA-5, DoD CLASS 3 EMAIL CA-6 DoD CLASS 3 EMAIL CA-9, or DoD CLASS 3 EMAIL CA-10.  Click OK. Make sure this HIGHLIGHTS your Identity certificate in the list.  Click OK. 

f. Type your PIN when prompted. Click OK. 

Using Netscape Navigator™

a. Ensure your CAC is inserted in the reader.

b. Open Netscape Navigator™. 

Note: A delay will occur while Netscape is accessing your CAC certificates.

Note: A prompt may Open about a new site certificate. Continue Clicking NEXT, until the last screen, Click Finish.

c. Type your PIN when prompted. Click OK. 

d. Access the secure web site of interest. 

e. When prompted to choose the certificate, Click on the “<Your Name> – Identity” certificate. Click Continue. 

f. Type your PIN when prompted. Click OK. 
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